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‘;f VEINENDANGERS TO CHILDREN

e and easy access to inappropriate and illegal
In homes, schools, libraries, businesses
- and ch :

-Pornﬂhy (child porn, obscenity, harmful to
minors)

-Violence & Bomb-making

-Hate speech

2. Predators have easy and anonymous access to
unsuspecting kids

(77 million children expected to be online by 2005 (eMarketer)




IGERtEI ACCess

|n 4 youth ages 10-17 had unwanted

ure to PO In the last YEQdI (Oonline Victimization,
N ter for Missing and Expoited Children, June 2000)

.-9@) of children accessing objectionable sites

af0) S0 aCCidenta”y (Yankelovitch Partner Survey, 9/30/99)

62% ofi parents are unaware that their children

had accessed objectionable sites (vankelovitch Partner
Survey, 9/30/99)




PNBYDEISEONIAggression and
e L aception

eMisspelled Words- (shareware vs. sharware)

eInnocent Searches- (toys, boys, pets, etc)

oStealth Si Whitehouse.com; coffeebeansupply.com;
teenagershideout.com; watersports.com)

eUnsolicited E-mail
eInstant Messages

eChat Rooms




Horr oulaphers” Use of Brand
£7 ) ames

| E
6.popular children’s characters, such as

oo on, My Little Pony & Action Man
revealed thousands of links to porn sites -
300 = hal‘d-COI‘e (Envisional 2000)
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« 25% of porn sites are estimated to use
popular brand names in search engine
magnets, metatags and links - Disney,
Nintendo, and Barbie (Cyveillance Survey, 1999)




,‘ET]J(: PRrnogdraphy and

I-' @lsceEnity
| p _—
s\ ALEISPOILS COMI
SEENIMEEES O Women Urinating
=LvVerstheaniing Video
o 50)/SHEOII

- Hijacks tepiMan Alert: Leading Gay Content Site”

- Free images of sexually-explicit homosexual
activity.

e Child Pernography.

- 345% increase In child pornography sites between
February and JUIY 2001 (N2H2 press release, 8/01)




o
.\;TQ'QJ and PORNOGRAPHY

E
Yr hoo! Clubs, Member Directories and

SBCIliEssites host child pPOrn and encourage
child SexealsliSers

Yanoe!s feltigle Girlfand Boy Club™ (600 members)
Yahoo! “SIutty Teens for Older Men Club”

(3200 members)

Yahoo! "Preteens in Silk Bras and Panties”
(2000 members)
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(American Family Association Press Release, October 23, 2001)




- "PREVENTION:
\THREE® PRONG SOLUTION

: L il
*A shared.re on5|b|I|ty between the:

~ Public - Parents, Schools & Libraries
Tec y Industry

Legal Communlty Law Enforcement & Public
Policy

eEach provides an essential layer of protection




WEs Deniain Name Act

; _—
SIEEIS)ALO) aCCESS) iKids-Friendly” content

S EMpowWersiparents to help safeguard
chilarEgroniing

eImportant: Eart off total solution

oCriteria fer'content to qualify for domain
should be clearly defined
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I‘-"" Dbt Kids*Content

p

F E
s Dot Kidstdemainiwouldl effectively shield children

emNEIIMEcontERntIF children restricted to zone

Contentistitawle; fior minor children (under 13 years
old)viEhrmay exclude:
o \/iolent content

e Hate sﬁech

e Gambling sites
e Revealing attire
e Sex education

Consider tiered access levels
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/ "’ POmMBIRfOperator

_—
. De- Tl Operator sheuld be trusted and experienced

STty 15 ‘
- Aggredauienior children’s content
- OnliRENehIlasafiety.

- Safety technology applications

Example; Tihe FamilyClick Model

- From the creators of The Family Channel
- Aggregators of child content

- Superior server-side filtering - (Two-step filtering including
real-time filter)




F AMILYCLICK
11y Click.com)

k -

I'8+. Blocks sites receiving a rating beyond
PG13, including porn, hate, violence,
gambling

12-17. Blocks unmonitored chat and e-mail,
personals, free e-mail

re"[“éen@li"ck

Kids 6-11. All above including: revealing
attire, advanced sex ed., weapons, games
appropriate for pre-teens

KidzClick

Kids 6 and under. All the above: including
basic sex ed.

PlayClick

Limited library of FamilyClick preapproved
sites

FamilyClick Unplugged

Full, unfiltered Internet access




EEOIMIMENAED Exclusions

: E
RehzReens and [nstant Messaging

- 89 9, axual solicitations were made in either Chat
Rooms or I nt Messages (Pew Study, JAMA, 6/01)

- 19 S participate in Real Time Chat (Familypc Survey, 2000)

L

- 13 million youths use Instant Messaging (Pew study. JAMA, 6/01)

2. Email - 30% of all spam is from pornographers
3. Marketing to children (COPPA Compliance)




EhralEalsor perpetrators

-
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EIMINEUNGE Chat roems, Instant messaging and email

SENgiEiESaaaIistinappropriate behavior by minor

children
o 1 in 5ahildréen received a sexual solicitation or

apprezchNnIastyear
o 1 in 33 received aniaggressive sexual solicitation

e Juveniles - 48% of overall solicitations
48Y% off aggressive solicitations

e Juveniles - 63% of online harassments

e  (Juveniles -Younger than 18 years; Sample of 1,501 youths ages 10-17, Online Victimization
Report, National Center for Missing and Exploited Children, June 2000)
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d’f@ﬁnglog yastipplementation
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p Ll
sSRREAISUIMEIMONItoning to ensure content

. Criteriancompliance
MeREyepolis.org = Ernst & Young financial site for

SBEXPIREG domain registration bought by
0jojggle)e) I’a]Dher (Source: New York Times, 10/26/2001)

5 million new: or renamed web site additions/week
Protect against inappropriate links or changes

Monitoring technology should be utilized at the
server level




lrlejaree nelogy as Safety
NEt

-
SV KIES can; re=configure browser settings

et ol INappropriate; limks or changes
AllowsiaeEEss to appropriate content outside Dot

e maiﬂ
Greaterfiexipility, safety and content access

Server-side filtering superior and highly effective

Allows filtering of multiple categories of inappropriate
content

Consider server side filtering as an added value service
by Dot Kids operator




aiety’ Education Is
L ESSential

y : -
BN rERLSIEaenit Use protective

N SOItWaENESiec, 2000)

56L0NdIeler parental guidance instead
of: prOte&ive software (SafeKids/NetFamilyNews, 2001)

COPA Commission Recommendation -
Government and private sector should undertake a
major education campaign to promote awareness of
technologies and methods to protect kids online




ANEEmMISsion Report

ﬁéay: glelticle COPA @o)nnljs] ésiqﬂ@ort Executive Summary for the

‘record OIREEEY SHEZING at WWW.COpacommission.org)

’ E
Peort fo)llnle establlshment ofra Top Level

- Dome BN Aen=harmful to minors content:

Effiectve Weayato) protect; children from htm content
greveiiective; if: ehildren, restricted to such a zone
W
More Visivlerthian multiple green spaces

Net effective in addressing content in chat, newsgroups or
Instant messaging

Not included in the Commission’s recommendations to
Congress due to ICANN considerations.

A lower level domain could be established without ICANN
involvement




Establishment of a gTLD for HNon-Harmful to Minors Content

|l o R P -1
CITECLY eSS DO

First Amendment Law Enfarcament
Yalues -0.7 Privacy-1.3 -0E

Lzer Costs
23
HTM Source
Costs -4.0




Adverse
Impacts

OPA COMMISSION REPORT
SCATTERGRAM

® pge Verification Credit Cards

ontent

itor’'Black

® Server-Side Filtering

® Monitering Time-Limiting Tools
® |ncrease d Prosecu tion

Effectiveness x Accessibility



EGAIL PRONG

IMENT & LAW ENFORCEMENT

L il

o AQ nforcement of current laws to curb the online sexual
g“ploita on of an

-”Governr‘all levels should fund, with significant new money,
aggressive programs to investigate, prosecute, and report violations of

federal & state obscenity laws” (copa Commission Report, Law Enforcement
Recommendation Summary)

eGovernment can't parent and parents can't enforce the law.

oA “Kids-Friendly” Domain can help equip parents to better protect their
children on the Internet.




